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1. Purpose. Emerging as an overarching strategy, the discipline
of Information Warfare (1W, as promul gated by reference (a),
enconpasses not only actions that may be taken to potentially
affect an adversary's infornmation or information systens but al so
addresses those defensive aspects necessary to ensure that U S
information or information systens are protected agai nst attack.
Under this defensive portion of IW Infornation Systens Security
(INFCSEC) is a subset of infornation assurance whi ch addresses
actions taken to protect U S. information and information systens.
The Department of the Navy (DON) | NFOSEC policy and procedures,
when properly applied, will be a najor conponent of the efforts
necessary to ensure the defense of DON information and information
systens. The purpose of this instruction is:

a. To establish DON policy for the | NFOBEC Programwi thin the
I Wdiscipline and to define the organi zati onal responsibilities
for inplenmentation of the security disciplines of Comrunications
Security (COVBEC), Conmputer Security (COVMPUSEC), and Emanati ons
Security (TEMPEST) per references (a) through (1).

b. To provide the basic policy and gui delines necessary for
consi stent and effective application of resources in ensuring the
security of national security systens as well as the security and
privacy of DON systens/information under the Conmputer Security Act
of 1987 (reference (b)).

2. Cancell ation. SECNAVI NST 5239. 2.

3. Definitions. Reference (n) contains the official glossary of
| NFOBEC terns. Additional ternms and acronyns relevant to this
instruction are contained in enclosures (1) and (2).

4. (bjectives

a. To establish a DON | NFOSEC programthat addresses the
def ensi ve aspects of |Was promul gated by reference (a).

b. To ensure that information processed, stored or transmtted
by DON i nformati on systens is adequately protected with respect to
confidentiality, integrity, availability and privacy.

c. To integrate the technical and nmanagement processes of the
various security disciplines (COVBEC, COWUSEC, and TEMPEST) into
a cohesi ve | NFCSEC program

d. To establish and inpl enent prograns that nmandate the
certification and accreditation of information systens under DON
control .

e. Torequire alife cycle managenent approach to inplenenting
| NFOCSEC r equi rement s.

f. To establish standardi zed | NFOSEC training within the DO\
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5. Scope

a. This instruction applies to:
(1) Al DON activities.

(2) Al DON-sponsored contractors who own, procure, use,
operate, or maintain infornation systens at governnent or
contractor facilities.

(3) Al information systens and ot her systemresources
desi gned, devel oped, procured, or nmanaged by DON activities; and
by their contractors.

(4) Information systens operated, but not owned, by DON (e.g.,
Joint Staff, Departnent of Defense (DoD)).

b. This instruction applies to the protection of all elenents
of the information systens. O all the el ements, COVBEC,
COWUSEC, and TEMPEST are managed per this instruction. The
other Information Security activities, such as protection of
i nformati on agai nst acci dents, disasters, human error, physical,
personnel , and operational security are managed under separate
i nstructi ons.

6. Background. The DON has recogni zed the urgent need to
integrate all available security capabilities into an unified
system-oriented engi neering approach to provide responsive, cost
effective security neasures for our information systems. The DON
al so recogni zes that a thorough and consi stent approach to | NFCSEC
for the protection of our information systens is key to the
acconpl i shment of our defense mssion and to the protection of
l'ives, property and technol ogy. M ssion and organi zati onal

real i gnnents have occurred at nultiple levels to ensure an unified
approach to DON I NFGSEC requi rement s:

a. |INFCSEC Program I npl enentati on: The Chief of Naval
Qperation (CNO and the Commandant of the Marine Corps (CMO) have
establ i shed centralized program devel opnent and i npl enentati on of
the DON | NFOSEC Program at their |evels.

b. I NFGSEC Program Executi on: Comrander, Space and Naval
Varfare Systens Comrand ( COVBPAWARSYSCOM) has created a Program
Managenent organi zation with DON -w de responsibilities for
establ i shing and executing of an unified system -oriented
engi neering approach to | NFGSEC

7. Policy
a. Precedence. Policy and requirenents set forth by higher

authority take precedence over the policy established in this
i nstructi on.
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b. Fundanental | NFOSEC Pol i cy

(1) Data processed, stored and transmtted by infornation
systens shall be adequately protected with respect to requiremnents
for confidentiality, integrity, availability and privacy.

(2) The nature of the DON m ssion, acconpanied by connectivity
and data aggregation issues, has led to the determ nation that all
uncl assified infornmati on processed by DON i nformati on systens is
sensitive. Therefore, all DON information systens shall be
protected by the continuous enpl oyment of appropriate safeguards.

(3) Aassified informati on processed or stored by DON
i nformati on systens shall be safeguarded as required by that |eve
of classification.

c. Certification and Accreditati on. The appropriate Designated
Approving Authority (DAA) shall accredit every DON i nformation
system before operation. The accreditation statenent shall
identify the required confidentiality, integrity, and availability
services and constraints under which the systemcan operate
i ncluding data sensitivity, user authorization, physical and
systemconfiguration. For those information systens supporting
cryptol ogi c functions, Sensitive Conpartnented |Information
(SA)/Intelligence data, or Single Integrated Cperati ons Pl an
(SICP) data, accreditation requests shall be forwarded to the
appropriate authority.

(1) Certification of DON infornation systens shall be
performed and docunented by conpetent personnel in accordance with
specified criteria, standards and gui del i nes.

(2) Accreditation of DON infornation systens shall be
performed by conpetent managenent personnel in a position to
bal ance operational m ssion requirements and the residual risk of
systemoperation. Al accreditation decisions shall be docunented
and contain a statenment of residual risk.

(3) Accreditation of DON infornation systens shall be
performed when infornation systens are interconnected to other
previously accredited informati on systens and networks. The DAA
shal | ensure that operation of the resultant system does not incur
any additional unacceptable risk

d. Life Cycle Managenment. This instruction shall be reviewed
for applicability to all DON infornation systens being acquired in
accordance with references (b), (n), (o), and (p). The I NFOSEC
policy and requirenents are applicable throughout the life cycles
of all DON systens.
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(1) A System Security Plan (SSP) shoul d be devel oped and
mai ntai ned for all conputer systens (reference (b)). This plan
i ncl udes the protection strategy planned, including the
certification and accreditation processes.

(2) At each m | estone decision point, | NFCSEC requirenents
shal | be discussed in sufficient detail and tailored to the
m | est one under review and the conplexity of the project. The
di scussion shall specifically address the issues of
confidentiality, integrity and availability.

e. Training. The ability to provide conprehensive assurance
that DON information is adequately protected is directly rel ated
to the qualifications of the individuals operating DON i nformation
systens. In accordance with references (b), (d) and (e) all
i ndi vi dual s operating DON i nfornation systens wi |l be afforded
appropriate trai ning and awareness informati on conmensurate with
their duties, responsibilities and the | evel of information
protection required.

8. Responsibilities

a. The Assistant Secretary of the Navy (ASN) for Research,
Devel opnent, and Acquisition (RD&A) shall:

(1) Issue the appropriate DON policies and gui dance providi ng
i npl ement ation details and procedures for the | NFCSEC program

(2) Oversee the DON acquisition process as it relates to the
I NFOSEC program

b. The Deputy Assistant Secretary of the Navy (DASN) for
Comrand and Control, Comruni cations, Conputers, and
Intelligence/H ectronic Warfare/ Space (CAl/EW Space) shall review
resource requirements necessary to inplenent and execute the DON
I NFOSEC program

c. The Commander, Naval Information Systens Management Center
(NNSMO)  shal I:

(1) Serve as the coordinator for DON | NFOSEC Pol i cy.

(2) Ensure that I NFOSEC activities, with respect to the scope
of programs covered by reference (p), are integrated into the
overal | DON maj or system acquisition process.

(3) Ensure that INFOSEC is integrated into the DON Life Cycle
Managenent process.

(4) Monitor the inplenmentation of this instruction.
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d. The Chief of Naval Qperations (CNO shall:

(1) Serve as the Program Resource Sponsor for the DON | NFOSEC
Pr ogram

(2) Manage the Navy | NFCSEC Program i ncl udi ng DON program
devel opnent, inplenentati on, planning, progranmm ng, and budgeti ng.

(3) Establish and validate Navy | NFCSEC requirenents;
coordinate INFOSEC requirenents of joint mlitary department
concern with the Joint Staff in accordance with reference (k).

(4) Establish senior |INFCSEC advi sory boards with CMC
representation to advise on DON | NFCSEC pol i cy and gui dance as
required.

(5) Coordinate the devel opent and i npl enentati on of
appropri ate gui dance docurents.

(6) Provide Navy representative to the National Security
Tel ecomruni cations and I nformation System Security Conmmttee
(NSTI SSC), Subcommittee for Tel ecomuni cations Security (STS), and
Subcommittee for Information System Security (SISS).

(7) Serve as the DAA for Navy -wide and joint service
informati on systens (where Navy is the assigned | ead) and ensure
that DAAs are identified for other Navy information systens.

(8) Advise NISMC of | NFCSEC i ssues that nay have a DON or
DoD-wi de i npact .

(9) Devel op a DON I NFOSEC trai ni ng program

(10) Develop and naintain the DON | NFOSEC Master Plan in
coordi nation with OMC and Systens Comrands.

(11) Coordinate DON | NFCSEC requirements for the DON Service
Cyptologic El enent (SCE) security programwith the National
Security Agency (NSA).

(12) Coordinate DON | NFCSEC requirements for the DON Sensitive
Compartnented Information (SC)/Intelligence program and the DON
portion of the DoD Intelligence Information System (DODI1S) with
the Defense Intelligence Agency (D A).

(13) Provide recommendations to NISMC for the revision of
ot her DoD and DON docunents to standardi ze DON | NFCSEC acr oss al |
activities.
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e. The Commandant of the Marine Corps (CMC) shall:

(1) Advise NI SMC of Marine Corps | NFCSEC i ssues that may have
a DON or DoD-wi de inpact.

(2) Ensure that DAAs are identified and security services
provi ded for Marine Corps information systens.

(3) Endorse and forward Marine Corps validated | NFOSEC
sof tware and equi prment procurement requirements to CNO for equal
consi deration during the devel opment of the DON Program bjective
Mermor andum ( PQV) .

(4) Submit validated Marine Corps | NFOSEC requirenents to CNO
for inclusion in the DON | NFOSEC Master Pl an.

(5) Establish senior | NFCSEC advi sory boards with CNOto
advi se on DON | NFGSEC pol i cy and gui dance as required.

(6) Provide recomendations to NISMC for the revision of other
DoD and DON docunents to institutionalize | NFCSEC

(7) Provide CMC representation to the NSTISSC, STS, and S| SS.
f. The Chief of Naval Research (CNR) shall:

(1) Manage the DON I NFCSEC Programw thin the O fice of Naval
Research (O\R).

(2) Advise NISMC of ONR | NFOSEC i ssues that may have a DON or
DoD- wi de i npact .

(3) Provide appropriate representation to | NFCSEC advi sory
boar ds.

(4) Ensure that a DAA and security support are provided for
each ONR information system

(5) Consolidate and forward the ONR COVBEC equi prent
requirenents to CNO for validation and consideration during
devel opnent of the POM

(6) Provide the technical base for the DON | NFCSEC Resear ch
and Devel oprment (R&D) Programwithin ONR

(7) Designate a DON Center for Computer H gh Assurance Systens
(CCHAS). As part of the DON | NFOSEC Program the CCHAS shal | :

(a) Maintain liaison with NSA regardi ng | NFOSEC R&D.

(b) Conduct R&D in eval uation nethodol ogi es for application
syst ens.
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(c) Provide | NFCSEC research support to other DON
activities.

g. The Commanders, Naval Systens Commands (SYSCOMs) shall:

(1) Submit | NFCSEC POM recomendations to CONO for validation
and consolidation in the DON | NFCSEC Master Plan. Marine Corps
recommendati ons shall be submtted via COMC

(2) Coordinate I NFOSEC integration into informati on systens
wi th COVBPAWARSYSCOM

(3) Ensure that each information systemacquisition or
depl oynent under the comrand' s purvi ew adheres to the DON life
cycl e managenent poli cy.

h. Comrander, Space and Naval Warfare Systens Conmmand
(COVBPAWARSYSCOM). I n addition to the responsibilities set forth
for SYSCOMs, COVBPAWARSYSCOM shal | :

(1) As the technical lead for DON | NFOSEC, provi de systens
engi neering and integration support to the systens commands for
all DON information systens with | NFOSEC requirenents.

(2) Budget for DON | NFCSEC progranms as defined in the | NFOSEC
Mast er Pl an.

(3) Integrate | NFOSEC engi neering and integration into the
\Var fare Systens Engi neering Process.

(4) Devel op and nmanage the DON | NFCSEC R&D Program

(5) Devel op and acquire DON standard and specified | NFOSEC
products in accordance with the DON | NFOSEC Master Pl an, ensuring
that a Certification Authority and an In -Service Engineering
Activity (I SEA) and/or Software Support Activity (SSA) are
assi gned.

(6) Budget for operations and naintenance funding for fielded
DON centrally procured | NFCSEC products and systens throughout
their life-cycle.

(7) Establish Menmorandum of Agreement (MDA) with NSA as
necessary, to facilitate the enbeddi ng and/ or devel opnent of
| NFOSEC equi pnent / nodel s.

(8) Provide direct liaison with NISMC on | NFOSBEC acqui sition
i ssues.

i. The Director, Naval Cimnal Investigative Service (NOYS)
shal | :
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(1) Investigate fraud, waste, abuse and other crim nal
viol ations invol ving DON i nformation systens.

(2) Maintain a staff skilled in the investigation of computer
crime. This staff may be augnented, when necessary, by personnel
provi ded by other DON activities.

(3) Collect threat informati on and di sseninate as appropriate.

9. Action. Al action addressees shall inplenment this guidance
within their organizations. A devel oping and operating
activities shall budget for, fund and execute the actions
necessary to conply with this instruction and the inpl enenting
docunents that support it.

W C Bowes

Princi pal Deputy Assistant
Secretary of the Navy (Research,
Devel oprrent and Acqui sition)

Di stribution:
SNDL Al (Inmmediate Ofice of the Secretary)
(AAUSN, ASN(RDA) and DASN (CAl / EW Space) only)
A2A  (Departnent of the Navy Staff Ofices) (ONR and
NAVCOWPT onl y)
A3 (Chief of Naval Qperations) (N6 and NO9 only) (25)
A6 (VD) (75)
D30  ( NAVI NFOSYSMGTCEN) (50)
FKA1 (Syscons Comrands)
MARCORPS PCN 71000000000 and 71000000100

Copy to:
SNDL 22A (Fl eet Commanders)
24 (Type Commanders) (| ess 24E)
26H (Fl eet Trai ning G oup and Det achnent)
A2A (Departnent of the Navy Staff Ofices) (less CNR and
NAVCOWPT)
BIB (Ofices of the Secretary of Defense)
B3 (Coll ege and University)
B5 (U S Coast uard)
C25A (COPNAV Support Activity Detachrment (Ft. Ritchie, only))
AL (Navy Laboratories
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Copy To: (Conti nued)
SNDL CAEE (Center for Naval Anal yses)
FKP14 ( FCDSSA)
FKP16 ( NAVSSES)
FKP18 ( NAVSEAADSA)
FKP20 (AEG S TRACEN)
FL4 (Regional Data Automati on Center, Data Automation
Facitity
FT74 (NROTCU)
W (Departnent of the Navy Echelon 2 Activities) (less
Syscons) (5)

SECNAV/ OPNAV Directives Control O fice
Washi ngt on Navy Yard Buil di ng 200

901 M Street SE

Washi ngt on DC 20374 -5074 (20 copi es)

O der from

Naval |nventory Control Point
Cog "I" Material

700 Robbi ns Avenue

Phi | adel phia, PA 19111 -5098

St ocked: 50 copies
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LI ST OF ACRONYMS

Aut omat ed I nformation Systens

Assi stant Secretary of the Navy

Center for Conputer H gh Assurance Systens

Comrandant of the Marine Corps

Comput er Security

Communi cations Security

Chi ef of Naval Qperations

Chi ef of Naval Research

Desi gnat ed Approving Authority

Deputy Assistant Secretary of the Navy (Conmand,
Control, (C41/EW Space) Communi cations, Conputers
and Intelligence/ H ectroni c Warfare/ Space)

Defense Intel ligence Agency

Department of Defense

Department of Defense Intelligence |Infornation
System

Departnment of the Navy

I nformati on Systenms Security

I nformati on System

In -Service Engineering Activity

Information Warfare

Li fe Cycl e Managenent

Mari ne Corps Systens Command

Memor andum of  Agr eenent

Naval Crimnal |nvestigative Service

Naval |nformati on Systens Managenent Center

Nati onal Security Agency

National Security Tel ecomruni cations and

I nformati on System Security Conmmittee

O fice of Naval Research

Program bj ecti ve Menor andum

Resear ch, Devel opment and Acqui sition

Resear ch and Devel opnent

Sensi tive Conpartnented | nformation

Secretary of the Navy

Single Integrated (perations Pl an

Subcommittee on Informati on Systens Security

Space and Naval Warfare Systens Comrand

Sof tware Support Activity

System Security Plan

Subcommittee on Tel ecomuni cations Security

Syst ens Command

1 Encl osure (1)



